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1 Introduction
1.1 Background

With [PSD2] the European Union has published a new directive on payment services in the
internal market. Member States had to adopt this directive into their national law until 13™ of
January 2018.

Among others [PSD2] contains regulations of new services to be operated by so called Third
Party Payment Service Providers (TPP) on behalf of a Payment Service User (PSU). These
new services are

e Payment Initiation Service (PIS) to be operated by a Payment Initiation Service
Provider (PISP) TPP as defined by article 66 of [PSD2],

e Account Information Service (AlS) to be operated by an Account Information Service
Provider (AISP) TPP as defined by article 67 of [PSD2], and

e Confirmation of the Availability of Funds service to be used by Payment Instrument
Issuing Service Provider (PIISP) TPP as defined by article 65 of [PSD2].

For operating the new services a TPP needs to access the account of the PSU which is usually
managed by another PSP called the Account Servicing Payment Service Provider (ASPSP).
As shown in the following figure, an ASPSP has to provide an interface (called "PSD2
compliant Access to Account Interface" or short "XS2A Interface") to its systems to be used by
a TPP for necessary accesses regulated by [PSD2]:

PSU TPP ASPSP
payment initiation
PISP  |s »
O :
[&]
1]
. . h=
account information Q
| AISP o » C i«
<
N
)]
x
confirmation of funds
PIISP N >
account of
the PSU
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Further requirements on the implementation and usage of this interface are defined by a
Regulatory Technical Standard (short RTS) from the European Banking Authority (short EBA),
published in the Official Journal of the European Commission.

1.2 XS2A Interface Specification

This document is part of the NextGenPSD2 XS2A Specification which defines a standard for
an XS2A Interface and by this reaching interoperability of the interfaces of ASPSPs at least for
the core services defined by [PSD2]. An ASPSP may then use this standard as a basis for the
implementation of its XS2A Interface to be compliant with PSD2.

The XS2A Interface is designed as a B2B interface between a TPP server and the ASPSP
server. For time being, the protocol defined in this document is a pure client-server protocol,
assuming the TPP server being the client, i.e. all API calls are initiated by the TPP. In future
steps, this protocol might be extended to a server-server protocol, where also the ASPSP
initiates API calls towards the TPP.

The Interoperability Framework defines operational rules, requirements on the data model and
a process description in [XS2A-OR].

This document details the standard in defining messages and detailed data structures for the
XS2A Interface. For the specification the two layers shown in the following figure are
distinguished:

application layer (banking)

Core services Extended services

security services

transport layer

Organisational framework

security services

At the application layer only the core services will be specified in the first version of the
framework. In addition the framework will be prepared such that the interface of an ASPSP
may be extended with its own additional corporate specific services (included in the figure as
"Extended services"). In future versions of this framework, some extended services will also
be part of the standard. This framework documentation will point out extended services where
the market need is already identified.

Using defined parameters different versions and variants of this protocol can be distinguished
and implemented.
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1.3 Structure of the Document

This document first outlines notations in Section 2 and requirements on the transport layer in
Section 3. In Section 4, guiding principles for the definition of the XS2A interface and the API
structure with API endpoints and permitted access methods are described. Section 5 then
specifies in detail how a Payment Initiation Service Provider (PISP) can initiate payments
within the Berlin Group XS2A. Section 6 then repeats this for the access of Account Information
Service Provider (AISP) to a Payment Service User (PSU) account. The AIS and the PIS
service are sharing potentially some API calls, specifically for authorising transactions directly
through the TPP / ASPSP interface. These methods used within both services are specified in
Section 7. Section 8 is introducing signing baskets as a new feature. These baskets allow to
authorise several transactions at the same time, i.e. with one SCA. Section 9 then shortly
explains how AIS and PIS services might be technically combined within one TPP / ASPSP
business session.

The Confirmation of Funds Service for Payment Instrument Initiation Service Provider (PIISP)
is specified in detail in Section 10. Following these chapters with functional character,
Section 11 to Section 14 specify core payment structure, requirements on the optional
integration of OAuth2, the usage of electronic seals for authentication on application level and
general complex data structures.

Remark for Future: Please note that the Berlin Group NextGenPSD2 XS2A interface is still
under constant development. Technical issues, which are already in discussion within the
Berlin Group NextGenPSD2 working structure are mentioned in this document by "Remark for
Future" to make the reader aware of upcoming potential changes.
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1.4 Document History

Version Change/Note Approved

0.99 Market consultation draft of the Berlin Group | NextGenPSD2 Taskforce,
XS2A Interface Framework 27 September 2017

1.0 Version 1.0 for publication. NextGenPSD2 Taskforce,

08 February 2018
Takes into account the results of the market

consultation and the final EBA-RTS on SCA
and CSC.

1.1 Minor release update, integrating results of | NextGenPSD2 Taskforce,
convergence discussions with other API | 11 May 2018

initiatives as well as some additional
functionality and errata. A detailed change log
will be published separately.

1.2 Major release with the following major changes | NextGenPSD2 Taskforce,

25 July 2018
- support of multiple authorisations

- support of payment cancellations

- support of signing baskets instead of
"pseudo-multi" payments as signing vehicle for
multiple transactions

- simplification in the /payments path: The
resource will be addressable directly under
/payments/paymentld even if posted on
/payments/{payment-product}

- the authorisation and cancellation-
authorisation  sub-resources have been
separated from the payment, consent resp.
signing basket resources and are exposed
explicitly as resources in the API.

In addition some minor functionality and errata
have been considered. A detailed change log
will be published separately.

1.3 Payment Products are again involved in the | NextGenPSD2 Taskforce,
path for starting authorisations, as it was | 19 October 2018
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Version Change/Note Approved
foreseentill version 1.1 of this specification, cp.
Bulletin No 001.
More details on the usage for Multilevel SCA
for Establish Account Information Consent
Requests and Signing Baskets.
Added a new endpoint for card accounts.
Added a new additional variant to report
additional  error  information  following
[RFC7807].
Clarifications and errata throughout the
document. A change log document will be
published separately.
1.34 Errata on Version 1.3 NextGenPSD2 Taskforce, 5
July 2019
Integration of Extended Services
Added new headers to deal with payments
which are neither rejected nor executed due to
missing funds.
Added a new functionality to update an
authorisation resource by an additional
password.
A detailed change log document is published
separately.
1.35 Internal version
1.3.6 Errata on Version 1.3.4 3 February 2020,
NextGenPSD2 TF
Integration of Extended Services on displaying
account owner names and standing orders.
Add new functionality on transaction
confirmation as introduced by the security
bulletin in Autumn 2019.
Extend transaction report and payment
initiation data models.
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Version

Change/Note

Approved

Add new http headers e.g. for transporting TPP
brand information for logging.

A detailed change log document is published
separately.
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2 Character Sets and Notations
2.1 Character Set

The character set is UTF 8 encoded. This specification is only using the basic data elements
"String", "Boolean", "ISODateTime", "ISODate", "UUID" and "Integer" (with a byte length of 32
bits) and ISO based code lists. For codes defined by I1SO, a reference to the corresponding
ISO standard is given in 14.34.

Max35Text, Max70Text, Max140Text and Max500Text are defining strings with a maximum
length of 35, 70, 140 and 500 characters respectively.

ASPSPs will accept for strings at least the following character set:
abcdefghijklmnopqgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ
0123456789
[-?2:().," +
Space

ASPSPs may accept further character sets for text fields like names, addresses, text.
Corresponding information will be contained in the ASPSP documentation of the XS2A
interface. ASPSPs might convert certain special characters of these further character sets,
before forwarding e.g. submitted payment data.
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2.2 Notati

on

2.2.1 Notation for Requests

For API request calls, query parameters, HTTP header parameters and body content
parameters are specified within this specification as follows:

Attribute Type Condition | Description
attribute tag type of | condition description of the semantic of the attribute and
attribute further conditions.

The following conditions may be used when describing data to be submitted by the client:

Optional: The attribute is supported by the server, usage is optional for the client.
The server may ignore the parameter if mentioned in the “Description” column of
the table above.

Conditional: The attribute is supported by the server and might be mandated by

= the server provider in its own documentation of the support of this XS2A
interface or

= by certain rules as defined in the “Description” column of the table above.
Mandatory: The attribute is supported by the server and shall be used by the client.

Optional if supported by API provider: It is optional for the server to support this
attribute. If the server is supporting the attribute as indicated in its own
documentation of this XS2A interface, it might be used by the client optionally. If
the server is not supporting the attribute, then the request is rejected when it is
contained.

Remark: Please note that the conditions “Optional if supported by API provider” is used rarely
in this specification.
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2.2.2 Notation for Responses

For API call responses, parameters, HTTP header parameters and body content parameters
are specified within this specification as follows:

Attribute Type Condition | Description
attribute tag type of | condition description of the semantic of the attribute and
attribute further conditions.

The following conditions can be set on data to be provided by the server:
e Optional: The attribute is supported optionally by the server

e Conditional: The attribute is supported by the server under certain conditions as
indicated in the “Description” column of the table above.

¢ Mandatory: The attribute is always supported by the server.
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3 Transport Layer

The communication between the TPP and the ASPSP is always secured by using a TLS-
connection using TLS version 1.2 or higher. For the choice of cipher suite selections, NIST
recommendations on the cryptographical strength should be followed. For ASPSPs, further
cipher suite requirements of their national IT security agency might apply.

This TLS-connection is set up by the TPP. It is not necessary to set up a new TLS-connection
for each transaction, however the ASPSP might terminate an existing TLS-connection if
required by its security setting.

The TLS-connection has to be established always including client (i.e. TPP) authentication.
For this authentication the TPP has to use a qualified certificate for website authentication.
This qualified certificate has to be issued by a qualified trust service provider according to the
elDAS regulation [eIDAS]. The content of the certificate has to be compliant with the
requirements of [EBA-RTS]. The certificate of the TPP has to indicate all roles the TPP is
authorised to use.
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4 Application Layer: Guiding Principles
4.1 Location of Message Parameters

The XS2A Interface definition follows the REST service approach. This approach allows to
transport message parameters at different levels:

e message parameters as part of the HTTP level (HTTP header)

e message parameters by defining the resource path (URL path information) with
additional query parameters and

e message parameters as part of the HTTP body.

The content parameters in the corresponding HTTP body will be encoded either in JSON or in
XML syntax. XML syntax is only used where

e anlISO 20022 based payment initiation (pain.001 message) with the corresponding
payment initiation report (pain.002 message) or

e IS0 20022 based account information message (camt.052, camt.053 or camt.054
message)

is contained.

As an exception, response messages might contain plain text format in account information
messages to support MT940, MT941 or MT942 message formats.

The parameters are encoded in

e in spinal-case (small letters) on path level,

e in Spinal-case (starting capital letters) on HTTP header level and

¢ in lowerCamelCase for query parameters and JSON based content parameters.
The following principle is applied when defining the API:
Message parameters as part of the HTTP header:

o Definition of the content syntax,

e Certificate and Signature Data where needed,

¢ PSU identification data (the actual data from the online banking frontend or access
token),

e Protocol level data like Request Timestamps or Request/Transaction Identifiers
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Message parameters as part of the path level:

¢ All data addressing a resource:

Provider identification,

Service identification,

= Payment product identification,

Account Information subtype identification,

Resource ID
Query Parameters:
e Additional information needed to process the GET request for filtering information,
Message parameters as part of the HTTP body:
e Business data content,
¢ PSU authentication data,
o Messaging Information
e Hyperlinks to steer the full TPP — ASPSP process
4.2 Signing Messages at Application Layer

The ASPSP may require the TPP to sign request messages. This requirement shall be stated
in the ASPSP documentation.

The signature shall be included in the HTTP header as defined by [signHTTP], chapter 4.

The electronic signature of the TPP has to be based on a qualified certificate for electronic
seals. This qualified certificate has to be issued by a qualified trust service provider according
to the elDAS regulation [eIDAS]. The content of the certificate has to be compliant with the
requirements of [EBA-RTS]. The certificate of the TPP has to indicate all roles the TPP is
authorised to use.
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This specification uses on a pure protocol level the following HTTP header in all HTTP requests
uniformously for the support of the signature function:

Request Header

Attribute Type Condition | Description

Digest String Conditional | Is contained if and only if the "Signature"
element is contained in the header of the
request.

Signature cp. Section | Conditional | A signature of the request by the TPP on

12 application level. This might be mandated by

ASPSP.

TPP- String Conditional | The certificate used for signing the request, in

Signature- base64 encoding. Must be contained if a

Certificate signature is contained, see above.

For a better readability, the definition of these headers is not repeated throughout this
specification. If no other condition describes otherwise, then the definitions here apply to all
requests.

Remark: An ASPSP will ignore signatures on application level used by the TPP if signatures
are not supported by the ASPSP.

4.3 Optional Usage of OAuth2 for PSU Authentication or Authorisation

The XS2A API will allow an ASPSP to implement OAuth2 as a support for the authorisation of
the PSU towards the TPP for the payment initiation and/or account information service. In this
case, the TPP will be the client, the PSU the resource owner and the ASPSP will be the
resource server in the abstract OAuth2 model.

This specification supports two ways of integrating OAuth2. The first support is an
authentication of a PSU in a pre-step, translating this authentication into an access token to
be used at the XS2A interface afterwards. This usage of OAuth2 will be referred to in this
specification as "if OAuth2 has been used as PSU authentication". Further details shall be
defined in the documentation of the ASPSP of this XS2A interface.

The second option to integrate OAuth2 is an integration as an OAuth2 SCA Approach to be
used for authorisation of payment initiations and consents. In both services, PIS and AIS,
OAuth2 will in this option be used in an integrated way, by using the following steps:
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Integrated OAuth in the Use Case SCA for PIS:

1.) The payment data is posted to the corresponding payment initiation endpoint of the
XS2A API.

2.) The OAuth2 protocol is used with the "Authorisation Code Grant" flow to get the consent
on the payment authorised by the PSU, while using the "scope" attribute in OAuth2 to
refer to the data from Step 1.).

3.) The corresponding payment is then automatically initiated by the ASPSP after a
successful authorisation by the PSU.

Integrated OAuth in the Use Case SCA for AIS:

1.) The AIS consent data is posted to the consents endpoint of the XS2A API.

2.) The OAuth2 protocol is used with the "Authorisation Code Grant" flow to get the consent
on the payment resp. the AIS access authorised by the PSU, while using the "scope”
attribute in OAuth2 to refer to the data from Step 1.).

3.) The TPP can use the access token received during the OAuth2 protocol to access the
faccounts endpoint for authorised account information for the validity period of the
authorised consent resp. the validity period of the technical access token.

For Step 2.), details are described in Section 13.

When using OAuth2, the XS2A API calls will work with an access token instead of using the
PSU credentials.
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4.4 XS2A Interface API Structure

The XS2A Interface is resource oriented. Resources can be addressed under the API
endpoints

https://{provider}/v1l/{service}{?query-parameters}

using additional content parameters {parameters}
where

o {provider} is the host and path of the XS2A API, which is not further mentioned.
The host or path may contain release version information of the ASPSP.

e vl is denoting the final version 1.3 of the Berlin Group XS2A interface
Implementation Guidelines.

Remark for Future: The handling of implementation and specification release version
information is planned to be adapted in a more standardized way in future versions of
the specification.

o {service} has the values consents, payments, bulk-payments, periodic-payments,
accounts, card-accounts, signing-baskets or funds-confirmations, eventually
extended by more information on product types and request scope

o {?query-parameters} are parameters detailing GET based access methods, e.g. for
filtering content data

o {parameters} are content attributes defined in JSON or XML encoding according to
the following

= XML encoding appears only when I1SO 20022 pain.001 messages are
transported when demanded by the ASPSP for the corresponding payment
product

= all other request bodies are encoded in JSON
The structure of the request/response is described according to the following categories

o Path: Attributes encoded in the Path, e.g. "payments/sepa-credit-transfers" for
{resource}

e Query Parameters: Attributes added to the path after the "?" sign as process
steering flags or filtering attributes for GET access methods. Query parameters of
type Boolean shall always be used in a form query-parameter=true or query-
parameter=false.

o Header: Attributes encoded in the HTTP header of request or response
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e Request: Attributes within the content parameter set of the request

e Response: Attributes within the content parameter set of the response, defined in
XML, text or JSON:

= XML encoding appears only, when camt.052, camt.053 or camt.054
messages (reports, notifications or account statements) or pain.002
payment status messages are transported. pain.002 messages will only be
delivered for the GET Status Request, and only in cases where the payment
initiation was performed by using pain.001 messages.

= Text encoding appears only, when MT940, MT941 or MT942 messages
(reports, notifications or account statements) are transported.

= All other response bodies are encoded in JSON.

The HTTP response codes which might be used in this XS2A interface are specified in
Section 14.11. This is not repeated for every API call definition.

Remark: For JSON based responses, this specification defines body attributes which
are responded from ASPSP to TPP following POST or PUT API calls. The ASPSP is
free to return the whole addressed resource within the response, following usual REST
methodologies.

4.5 Multicurrency Accounts

Definition: A multicurrency account is an account which is a collection of different sub-
accounts which are all addressed by the same account identifier like an IBAN by e.g. payment
initiating parties. The sub-accounts are legally different accounts and they all differ in their
currency, balances and transactions. An account identifier like an IBAN together with a
currency always addresses uniquely a sub-account of a multicurrency account.

This specification supports to address multicurrency accounts either on collection or on sub-
account level. The currency data attribute in the corresponding data structure "Account
Reference" allows to build structures like

{"iban": "DE40100100103307118608"}

or
{"iban": "DE40100100103307118608",
"currency": "EUR"}
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If the underlying account is a multicurrency account, then

o the first reference is referring to the collection of all sub-accounts addressable by
this IBAN, and

o the second reference is referring to the euro sub-account only.

This interface specification is acting on sub-accounts of multicurrency accounts in exactly the
same way as on regular accounts. This applies to payment initiation as well as to account
information.

Remark: The multi-currency account product is in use in some markets in Europe, e.g. in
Online-Banking products within the Belgium market. The support of this functionality in the
XS2A APl is only applicable in these markets.

4.6 Authorisation Endpoints

The NextGenPSD2 API is supporting dedicated authorisation endpoints for payment initiation
transactions and establish consent transactions in order to handle transaction authorisation by
PSUs. These authorisation endpoints are supported from version 1.2 of this specification for
supporting the following new features in a common structured way

o multiple level SCA, where a transaction needs an authorisation by more than one
PSU, e.g. in a corporate context,

e signing of a group of transactions with one SCA, as it is offered by ASPSPs today
in online banking,

e signing of a group of transactions with multi-level SCA, where this group of
transactions need an authorisation by more than one PSU, e.g. in a corporate
context.

To support this, the resources resulting from the submission of payment data or consent data
are separated from authorisation (sub-)resources. A payment which needs to be signed n
times then will end up in a payment resource with n SCA (sub-)resources in a normal
successful process.

Remark: This new resource structure also applies to the authorisation of individual
transactions, which is a major change to the data model supported in version 1.0 and 1.1 of
this specification. Nevertheless, the optimised integration of the authorisation process into the
payment initiation or establish consent process will still be supported, cp. the paragraph at the
end of this section.
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The optional function of grouping several transactions for one common authorisation process
is supported by the signing-baskets endpoint, which might be offered by the ASPSP. If this
function is offered by an ASPSP, the TPP can first submit payment and consent data withou